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Many architectures exploit code challenge

A file named "flag.txt" are located in each server in the program's current directory.
You can obtain a flag keyword to get POINTS by reading "flag.txt".
Submit a flag keyword to SCORE BOARD.

DISTRIBUTED FILES

Easy version

Based on cross-20130826

ARM server is running on port 10000.
HB8 server is running on port 10001.
MIPS server is running on port 10002.
PowerPC server is running on port 10003.
SH server is running on port 10004.
CRIS server is running on port 10005.
FR-V server is running on port 10006.
M32R server is running on port 10007.
M-CORE server is running on port 10008.
MN10300 server is running on port 10009.
SH64 server is running on port 10010.
V850 server is running on port 10011.
Thumb server is running on port 10012,
MIPS16 server is running on port 10013.
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Number| Genre |[Score| Title IStatus

1 trivia [ 10 [BEME

|
2 | trivia | 10 @EMEzZ02
3 | ARM |[100 |ARM (Easy)
4 | H8 [100 [H8(Easy)
5 | MIPS | 100 [MIPS (Easy)
6 |PowerPC | 100 [PowerPC (Easy)
7 | SH |[100 [sH (Easy)
8 | CRIS |100 [CRIS (Easy)
|
10 | M32R | 100 |[M32R (Easy)

11 | M-CORE | 100 |M-CORE (Easy)
12 |MN10300| 100 [MN10300 (Easy)
13 | SH64 | 100 [SH64 (Easy)

14 | v850 |100 V850 (Easy)

15 | Thumb [ 100 [Thumb (Easy)
16 | MIPS16 | 100 [MIPS16 (Easy)
17 |Blackf|n | 100 [B lackfin (Easy)
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$ telnet 192.168.1.1 10011
This 1s v850-elf server.
Push Enter:

oK.

Input name:

OK. Your name:

$

o IRABRT—FTIFvDm—/N\DEELTVET.
o BEEFY—/\IZ, GDBDYI1L—4TEMELTVET.
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N3GEI’HYET. (FBHICIEEZEDHYIEA)
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o H—NRUTO/ORAVNMNIERBER—RICLUTYERR L TWET

http://kozos. jp/books/asm/
Cross-20130826.zip / cross-gcc4-20130826.zip

o H—NIF LR RECHEELIEGDBDYIAL—49TEELTWET
GDBIEHRDFFT, e L TE->TWET.
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e Cross-20130826.zip / cross-gcc4-20130826.zip #1 VA b—IL9 %
&, BART7—XFIFvDIARAV N NBRENMEZZLIICRYET.

o KELAVAM—IICEDT ILKFREANIIEDT, AV AM—ILFEHD VM
AAX=IHDBLLFCRAINTVIT.

http://kozos. jp/vmimage/

e Cross-20130826.zip / cross-gcc4-20130826.zip =R 9 % &exec
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o FTRETIFMNEHTEYTILLTHELLD.

(V850D iz &
$ /usr/local/cross/bin/v850-elf-objdump -d v850-elf.x

e GDBTTN\YIHTERT—FTIFvEHYET.

$ /usr/local/cross/bin/v850-elf-gdb v850-elf.x
(gdb) target sim

(gdb) load

(gdb) break main

(gdb) run

(gdb) layout asm

e GDBYIaL—49%FIALT, 2T 771NV EF T CEIEIHZIEETEFT. FL—2
BREBAIETHZEVLDELNEEA.

$ /usr/local/cross/bin/v850-elf-run v850-elf.x
$ /usr/local/cross-gcc4/bin/rx-elf-run rx-elf.x
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cross-20130826 / cross-gcc4-20130826 M sample DT71L 7 M) %
BEIL, 71—V T THRATESL.

o B7—FTIFvOMEMEEI—REEKTZHIC, 7ARIAV M IIRE
h FATEEY.
cross-20130826 | cross-gcc4-20130826 M exec DT 1LY M)IC &
B7—XT7I9FvDRY— NPV TEV AT A= REITOHDN HYFTD
TSEICL TS

e B —/NNDOTOJFLIF, ACCEEY—AD—ST7—FZEICEL
RLEEDTY. ENHLOEDDT7—FTRITTENE, D7 —FHENE
HHERITEBTLL.
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o flag.txtDFEAIYDHICIE, YAFAIA—ILORTHURETYT. YRAFLI—
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e GDBDY—AI— K& ET 2L, simEWVITALIMN)DBHYET. EIHVIa
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e B Y—NRBERMCANERZITT, IHICERIDOANERITFT.
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e RMDANERDAANDEICHIALS TR E2LOBTELY.

o CNEITIEHDcat.pleVWIRI) TIIF I/ O—RTEXZITDT SEICLWE
XL,

$ ./cat.pl enter.bin exploit.bin enter.bin ¥
| nc 192.168.1.1 10000

e BEANERE>T, ANFBZANSEIKWIBGELHYTT.

$ ./cat.pl enter.bin exploit.bin enter.bin - ¥
| nc 192.168.1.1 10000
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