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$ cd ~

$ unzip cross-20130826. zip

$ cd cross/sample

$ Lls x, x

- EBT7—XTI9FvDRITI7AIL

$ ls arm-elf.

arm-elf.c arm-elf.o arm-elf. x
arm-elf.d arm-elf.s

$ Lls sample.c

sample.c
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o710 | 7—%4 | BE |
larm-elf.d |[ARM 2<% 74 THERLH |
larm16-elf.d|[Thumb |[ARMD16E Y /NGRS |
lcris-elf.d  |[CRIS ICRISEWS 3T —F |
frv-elf.d  |[FR-V ErEO(OV. ERASERAKEITEITIS |
[h8300-elf.d[H8 EETILEDODNTWBEEEYIIY |
im32r-elf.d [M32R |=Z2DO~(a C2hsc2RBEFLAVIGSETEALEY ]

|

Imcore-elf.d[M-CORE |¥<4/43>
D—IRATF—2avETDERT7—FDIXT o720, REILHE

mips-elf.d |MIPS AT
Qifpdsm' MIPS16 [MIPSD16EY M/ RS

mn10300- IMN10300 [t FOZ /2. DVDRSITENTREDA TS EL S8

Pihg PE lPowerPC |5 — L% IEPowerMACTfEDh T

lsh-elf.d ISH BE~X/IY. AEBFE0HERTIEbhTWaED
lsh64-elf.d |[SH64 ZEIBICIESHDBAE Y MEAT-WEIFER D IELRED
\v850-elf.d V850 T R e
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sample.c|Jc&ERBCEEZB YV TIL
arm-elf.clsample.c2aE—L7=771JL
arm-elf s %[Ir}n-elf.c%':ZI VISMIVLTERRLEET Y
arm- arm-elf.sZ=7t T IVLTERLIAT
elf.o xR IFAI
arm-elf x @rm-elf.oZ UV I L TERLIERITI 74
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arm-
elf.d

arm-elf x&2 77T LR
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$ make clean = £ L7=7 71 IIL%HIIE (RR)
$ make - 774 I B4R

(b TIV%EBEL, £7— D774 EBEKT )

$ vi sample.c
$ make

(ARMOY Y FIVFEIFEBIEL TARMD 7 74 IO HFBERK)
$ vi arm-elf.c
$ make

YUTNDCY—RAA—FEZBHICEEL, 7EVTU%E
BERLT WAWAEZRTHBIEHNTEIY
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$ cd “/cross/exec
$ make run
(
$

i;EE:LL/—-57€EEiE§5%fT

-
-

usr/local/cross/bin/arm-elf-gdb arm-elf. x
NL—RA T aVRERBELEWVWESICFA
T3V T7—FTEICERBDDT, BmYICHARS
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$ cd “/cross/exec

$ /usr/local/cross/bin/arm-elf-gdb arm-elf. x
(gdb) target sim

(gdb) load

(gdb) break main

- main(DEBEICTL—IVRA >V MNARET S

(gdb) run
- main()DEETCITL—V T 3

(gdb) layout asm
- 7EVTYVDRRE—FR

(gdb) stepi
- A7y TRIT(EHTETHLDFEICA>TWL)



GDBaOv Kk

(gdb) nexti = RF v 7RFT(BEHARIF—KICET)
(gdb) continue — %ﬁﬂi.i

(gdb) until = I —TRTEFTC—KICETT

(gdb) finish - D .’ﬁﬂuﬂ"ﬁif 'ﬁk%

(gdb) where > X499y I ML —X%&HN
(gdb) up — ﬂ?@ﬂﬂ\bmﬁﬁiﬂ:%iﬂ

(gdb) down — MM L RBARICHEE)

(gdb) info registers = LAY EHR—E

Ctrl4x —a = 7LV TVDERRE—RKHSIRITS
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$ cd ~
$ unzip bof-server.zip
$ cd bof-server/cross

$ Lls x, x

arm-elf. x m32r-elf. x powerpc—elf. x
arml6-elf. x mcore-elf. x sh-elf. x
cris-elf.x mips—elf. x sh64-elf. x
frv-elf. x mips16-elf. x v8b0-elf. x

h8300-e Lf. x mn10300-elf. x
- H—NT7OJSLDRTITI7M4I

$ less sample.c
> B—NTOTSLDY—2R
(maked &Y —N"TJOJSLEZZET7—XHIC
AVINMILT B)



H—N\TOS5L%2IaL—4YTELT

$ cd “/bof-server/cross

$ /usr/local/cross/bin/arm-elf-run arm-elf. x
This 1s arm-elf server.

Push Enter:

0K.

Input name:

sample

OK. Your name: sample

$



B Sinetd @A TH—/ & LT

$ cd ~

$ gcc simple-inetd.c -0 simple-inetd -Wall
$ cd “/bof-server/cross

$ “/simple-inetd 10000 ¥

/usr/local/cross/bin/arm-elf-run arm-elf-run ¥
arm-elf. x

— R— M10000THHEZITT S

$ telnet localhost 10000
- XY MNIT—IOBBATH—N"TOTZLICERT S
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$ cd ~

$ unzip exploit.zip

$ cd exploit/cross

$ make

- MRIFI—KRAEIV/RMIIL L TER

$ vi flag. txt

- Y—N"7OavsSLDOALYMNTa LY MYIC
flag. txt Z{ER(PEIIBEHICEVNTHC)

$ ./cat.pl enter.bin arm-elf.dat ¥
| /usr/local/cross/bin/arm-elf-run ¥
~/bof-server/cross/arm-elf. x

— flag. txtOpHHIHAINTLED |
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$ cd “/bof-server/cross

$ vi flag. txt
— flag. txtZBEYHICER L TEWTH

$ “/simple-inetd 10000 ¥
/usr/local/cross/bin/arm-elf-run arm-elf-run ¥
arm-elf. x

$ cd exploit/cross

$ ./cat.pl enter.bin arm-elf.dat | nc localhost 10000

- Xy b7 —7HATflag. txtDh HH
RETETCLES |
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$ cd “/exploit/cross
$ /usr/local/cross/bin/arm-elf-objdump -d arm-elf.x
- REI—-RFEHTEVTILT S
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Ialb—YDI AT LAO—)VAL

$ cd “/bof-server/cross

$ less Lib-arm-elf.S

- YZAFAA—ILOFUHULAEZNDHD
GDBOY —RX— ROSRRED, KBEHICOX Vb
ELTCEVWTHY FT

¥ Use SWI instruction.

* See gdb/sim/arm/armemu. c:ARMul Emulate32(), armos.c:ARMul OSHandleSWI()
¥ (case 0xf0:)

¥ See gdb/sim/testsuite/sim/arm/hello.ms

7’ read ® write YAF LA %
MER=HODEBLGHY X9

.globl  read
.type  read, %function

SWI(SWI Read)
mov pc, Lr

read:



1
m

AT Ad— LA

$ tar xvzf gdb-7.3.1.tar.gz

$ cd gdb-7.3.1/sim/arm

$ less armos.c

— [ARMul OSHandleSWI] %##&x%

(ARM® 1))

switch (number)

case SWI Read:
if (swi_mask & SWI_MASK DEMON)
SWIread (state, state->Reg[@], state->Reg[1], state->Reg[2]);
else
unhandled = TRUE;
break;

case SWI Write:
if (swi_mask & SWI MASK DEMON)
SWIwrite (state, state->Reg[0], state-DReg[1], state-D>Reg[2]);
else
unhandled = TRUE;
break;
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